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Decision/action requested

In this box give a very clear / short /concise statement of what is wanted.
Rational

Existing solutions in 3GPP 33.501 [2] require secure communication with UP protection mechanisms between DS-TT and NW-TT ([2], Annex L). NW-TT/UPF to RAN communication via N3 interface is secured as defined in [2], clause 9.3. However, for the communication via N60 interface, currently no associated security requirements are specified in case DS-TT and UE are implemented separately. Thus, this KI studies whether additional specification of N60 interface security requirements is needed.
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Abbreviations
5G



Fifth Generation

5GS



Fifth Generation System

ARP



Address Resolution Protocol 
BMCA



Best Master Clock Algorithm
CNC



Centralized Network Configuration

CP



Control Plane

CUC



Centralized User Configuration

DS-TT



Device Side Translator
DoS



Denial of Service

gPTP



generalized Precision Time Protocol

IIoT



Industrial Internet of Things

IP



Internet Protocol

KI



Key Issue

Ln



Layer n

MAC



Media Access Control

NW-TT



Network Side Translator

PTP



Precision Time Protocol

TSC



Time Sensitive Communication

Rel



Release

UE



User Equipment

TSN



Time Sensitive Networking

TSN AF



TSN Application Function
UPF



User Plane Function

UP



User Plane

****** START OF CHANGES
5.X
Key issue #X: N60 interface security
5.X.1
Key issue details 

While 3GPP Rel-16 co-locates NW-TT/UPF, it does not specify if DS-TT and UE are co-located or separate (see Rel-16, 3GPP 23.501 [3], clause 4.8.2, Note 3). If both are separate, the N60 interface is used for the communication between DS-TT and UE. Rel-16 leaves the N60 interface up to implementation. However, security requirements are needed to assure threat mitigation. 
Existing solutions in 3GPP 33.501 [2] require secure communication with UP protection mechanisms between DS-TT and NW-TT ([2], Annex L). NW-TT/UPF to RAN communication via N3 interface is secured as defined in [2], clause 9.3. However, for the communication via N60 interface, currently no associated security requirements are specified in case DS-TT and UE are implemented separately. Thus, this KI studies whether additional specification of N60 interface security requirements is needed.

Note 1: 3GPP Annex L has to be paraphrased to better reflect the current 3GPP security architecture

Editor’s Note: It is ffs, if this key issue impacts TSN communication in general, in which case a SID update is to be considered. 

5.X.2
Threats

Rogue grand master attacks: A malicious node may send tampered messages to win the Best Master Clock Algorithm (BMCA)-based selection of the Grand Master Clock node for the TSN domain. Being the Grand Master Clock node, the malicious node may distribute manipulated times (accuracy degradation and false time).
Spoofing: A malicious node may pose as Grand Master Clock node or intermediate node with high clock priority to distribute manipulated times (accuracy degradation and false time).
Packet interception: In a man-in-the-middle scenario, an attacker may intercept (g)PTP packets and remove them to prevent synchronization (DoS), manipulate the packet delay (accuracy degradation and false time) or manipulate the packet content (accuracy degradation and false time).
L2/L3 DoS attacks: Malicious nodes may use IP spoofing, ARP spoofing, MAC flooding and other attack techniques on L2/L3 to prevent (g)PTP communication (DoS). This attack category may also affect other services in the network domain.
The impact of these attacks are DoS, accuracy degradation and false times being synchronized.
5.X.3
Potential security requirements 

Communication via the N60 interface must provide authenticity, integrity and replay protection for time synchronization (RFC 7384 [7]). 

Confidentiality may be an optional security requirement for time synchronization (RFC 7384 [7])

Editor’s Note: Considering general TSN communication confidentiality to be mandatory is ffs.
****** END OF CHANGES

